Communications Technology Advisory Group (CTAG)
9:00 a.m., SSB 314
Thursday, June 28, 2007

Present: Pam Burress, Steve Coan, Ken Fandler, John Foster, Scott Genung, Tom Heintzman, Krena Hoyt,
Steve Menken, Brent Simonds, Patrick Tower

Absent: Dustin Brown, Scott Christner, Terry Foster, Stefanie McAllister, Dudley Roach

REGULATORY

v CALEA—A draft will be shared with this committee within the next few weeks (the legal department is
still making edit suggestions). This document is confidential since it is still in draft form, and it covers
information pertaining to our degree of CALEA compliance (see www.calea.org). (Back in 2005-2006,
CALEA (the Communications Assistance for Law Enforcement Act) was being expanded to cover
broadband providers and VolP. Networks are exempt from the electronic surveillance rules if they meet
two tests: they must be private, and the institution that runs them must not "support” the Internet

connection.)
v PCIl—Any campus credit card transactions transmitted over data connections (e-commerce) should be
discussed withBill Cummins, Committee chair, as additional constraints will be added over the

next 90 days. (The PCI Security Standards Council is an open global forum for the ongoing
devel opment, enhancement, storage, dissemination and implementation of security standards for account
data protection.)

v ESI—Electronically stored information (ESI) has new federal regulatory issues. Two key issues. 1)
retention timeframe of data, and 2) destruction of data no longer necessary to keep. Scott will email us
ACUTA’s “What Every Institution Should Know About IP-Video and the New Federal Rules’ web
seminar handout from June 2007.

WIRELESS
v Future of GuestNet—Due to CALEA restraints, GuestNet has halted growth.

v Sponsored Guests—As a substitution for GuestNet, sponsored access with a Web page request form will
be developed.

v Secured Access—To0 assist with secured access across campus, the strategy proposed is ending the
AGIS contract by the end of this year (affects palm pilot users).

v Long-term Planning—A comprehensive, indoor/outdoor, campus-wide wireless access plan is being
developed, however, funding is an issue. There are 200 more wireless access points identified which are
necessary to complete this project.

SECURITY

v Policy Committees— There are 2 separate committees, one for data security and one for network
Security.

v Centralized Logging—New infrastructure threats coming are host-based. Currently, we are successfully
blocking some threats, but we need to investigate a centralized logging platformtoaidin . A
centralized logging platform will allow us to collect system logs from different places and platforms to
consolidate logs for pattern recognition. Centralized logging will allow delegation of rolls for using
various toolg/appliances on their own logs.
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FEEDBACK
v Location of these meetingsis OK. Patrick noted it was far for him, so takes more travel time.

NEXT M EETING DATES
v Monday, August 6, 2007, 10:00am, SSB 314
v Thursday, September 6, 2007, 10:00am, SSB 314
v Thursday, October 4, 2007, 10:00am, SSB 314
v Thursday, November 8, 2007, 10:00am, SSB 314
v Thursday, December 6,, 2007, 10:00am, SSB 314
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